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Cyber risks: the current picture

» Mail and phishing attacks have become a primary threat (rapid increase of using HTTPs sites for
phishing)

» Crypto miners have become an important monetization vector for cyber-criminals.

» State-sponsored threat agents

» Emergence of loT environments vulnerability due to missing protection mechanisms in low-end
loT devices and services

» Fileless attacks (77% of attacks)

» Malware targeting critical infrastructures (e.g., Triton that targets safety instrumented industrial
systems and processes)

» Growth of open source malware (e.g., Mimikatz, Powerspoilt) as it is harder to attribute
malware and has reduced development cost

As reported by ENISA’s 2018 Threat Landscape Report
(https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018)
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Cyber risks:
Multiple level assessment & management
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funding of information
security programs.
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Key challenges

» Effective and comprehensive threat information exchange

» Enhanced analytics & automation for establishing the S&P posture of
an organization and/or supply supply chains

» “Out-of-the-box thinking” and support S&P risk management

© G. SPANOUDAKIS, FedCSIS 2019

Key challenges:
Effective & Comprehensive Threat info exchange

» Fragmented taxonomies, no common vocabulary

» Threat, vulnerabilities, weaknesses etc.
» Lack of contextual information
» Lack of threat triage (aka prioritization)

» No prioritization, unclear basis of prioritization where it exists
» Unstructured information

» Mostly free text

» Very basic identification
» Trustworthiness

» Trustworthiness of info, providers, threat platform operator

» Lack of comprehensive threat info handling protocols & configurable access control mechanisms
» Diverse data formats and APIs

» E.g., STIX 1.x, OpenlOC and MISP JSON
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Key challenges:
Enhanced analytics and automation

» Automated assessments
» For all levels of risk management (system, business processes & mission, organizational)
» For all horizons of risk management (tactical short term, tactical medium term & strategic)

» Need for complementary assessments (e.g., vulnerability assessment, penetration testing,
monitoring, consideration of existing certificates)

» Need for hybrid assessments, combining outcomes of individual assessments
» Complementary outcomes
» Conflicting outcomes

» Need for incremental assessments

» Automated adaptation and evolution of assessment schemes
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Key challenges:
Enhanced analytics and automation (cont’d)

» Difficult to generate executable assessments from higher level specifications

» Difficult to propagate lower level system risk assessment to higher level organizational and
business risk assessment

» Automated adaptation of
» Security assurance models

» Security assessments

» 0-day attacks
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Key challenges:
“Out-of-the-box thinking” for risk treatment

» “Out-of-the-box thinking” for S&P risk controls

System S&P
» Traditional security controls Controls

» Risk treatment mechanisms for systems crossing organizational
boundaries in service supply chains

0O Establishment, monitoring and management of Cyber Security
Service Level Agreements (CSLAS)

0O Establishment, monitoring and management of Cyber
Insurance Policies (CIPs)

» (intra and inter organizational) cyber security training

» Effective decision support for risk treatment, through a mixture of
» Development/deployment of own security mechanisms
» Cyber range training

Cyber Range
» Coverage through CSLAs, CIPs? Training

i~ -l

» Comprehensive modelling for (cyber) security assurance is essential
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Key challenges:
“Out-of-the-box thinking” for treatment

System S&P
Controls
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An integrated cyber security assurance approach

» Security and privacy assurance centric

» To enable continuous and comprehensive assessment in line with regulatory
requirements

» Model driven

» Based on comprehensive S&P assurance models

» To provide a common (and uniform) basis for all sorts of reasoning required
» To provide extensibility
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An integrated cyber security assurance approach

Present practice
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hybrid continuous automated evidence gathering & assessment
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RISK TREATMENT (DECISION MAKING)

RISK ASSESSMENT
(technical & economic)

THREAT SCANNING

VULNERABILITY
SCANNING

INTELLIGENCE
SHARING
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Capabilities for Integrated Cyber Security Assurance

ASSURANCE MODELS MODEL EVOLUTION

MODEL ADAPTATION

MODEL VALIDATION

MODEL GENERATION

RISK TREATMENT (DECISION MAKING)

RISK ASSESSMENT
(technical & economic)
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The Models
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The Models: overview

» System models

» Assessment

models

» S&P Assessment models
» Impact models

» Risk models

» Value mod

» Cyber range

els

& training models
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The Models: Assets

package Model[ &) View 2: Assets(1) |
-isControlledBy |0..* -involves |0..* ~containedin |1 \
\
~oontrols (self status=final IMPLIES seff.owner->count(j>0, \
0.* = ) = 'UNION (self.contains.containmentChain}-contains \
atiibutes 0.
-owner : Person [0.."] Containment
-value : MonetaryVaiueType [0..1]
atirbutes
-managedBy : ASSET [0.."]
-operatesin : Boolean
Data Physical InfrastructureAsset Person Process
atibutes attnbutes stiibutes IMPLIES self. 1()>0) O m:ﬁu:slss (>0, -
-Vendor : String [0..1] -dataType : DataType [1] -physicalType : PhysicalType i status = 1)>0,/0
-Version : String [0..1] -dataState : DataStateType [1] -roles : PersonRoleType [0.7] self.status = final IMPLIES self.dependsOn->count(}>0}
g -firstName : String
on 0. -lastName : String
Date
Jisuseasy |o..+
SoftwareAsset
HardwareAsset
) attrbutes
IMPLIES self. t()>0) R =
stinbutes reService : Boolean
-hwType : Hardware Type -isSoftwareComponent : Boolean
-isPartOf [1 ~hasSubmodule 0.+ I T 1
Software Component | Software Service
{self.provides->forall(x | x. >exists(y |

© G. SPANOUDAKIS, FedCSIS 2019




07/09/2019

The Models: Threats & Vulnerabilities

package Modell ) View 1-Threats_Assets_Vuinorabilties]]

-addrossos
'SECURITY PROPERTY o
IMPL (>0,
—property | self.status = final IMPLIES seff.specification->count(>0) na. vioLATIoN A THREAT
5| sof.status = final IMPLIES sel. = T 5 wtibatos
. . x - |Liikelinood: LikelihcodType [0..1]
-category : PropertyCat Type [0..4] ! -source : String [1]
“verification : VerfficationType [0.] | ~category : String [0..1)
-specification : PropertySpecificationType [0.."] ,
o VIGLATION
-isExploitedBy |0..*
~requiredof [0..*
AsseT
MPL ~compromisedBy [0.* -exploits [0,
% VULNERABILITY
e ~applies IMPL
-owner : Person [0..4] s 2.7 FINAL) IMPLIES (sef.
-value : MonetaryVaiueType [0..1] -
“protecs [0 -source : String [1]
-pul : Date [0..1]
-lastModified: Date [1]
“Miiigates [0+
-isProtectedBy |0..*
SECURITY CONTROL
property)
o

atinbutos

~controlType : SecurityControlType [0..1]
-inheritsFrom : ASSET
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The Models: Assessments

package Model[ &) View 5: Taxonomy of Assessment Models ||

-
E=I-

TECHNICAL IMPACT MODEL

ASSESSMENT MODEL o+
¢ IMPLIE 3
IMPLIES attributes. ttribute
-outputs | jnstancelD : int \-language : String [1]
0.0 timestamp String [1]
IMPLIE L)OR < NULL) <> NULL), -endTime  timestamp |-processingTool : String [0..*]
self.status=final IMPLIES seif.outputs->count(}>0} + String Stiing [0..%]
atntutes
-isBasedOnSecurtyStandard : securityStandard 0] isBasedOn
HYBRID MODEL ‘ 'WHATIF ANALYSIS MODEL ’ INSPECTION MODEL ‘ SECURITY AWARENESS MODEL
~generates 0.
‘STATIC ANALYSIS MODEL

TESTING MODEL | | MONITORING MODEL | RECUTY ASoesaMEnT
NOT (el propertyViolationLikelihood.min = NULL),
NOT (seff.propertyViolationLikelihood.max = NULL),|
(self.status = final) IMPLIES (signatory <> NULL)}

utes
'STATIC TESTING MODEL DYNAMIC TESTING MODEL ~dependsOn -startDate : Date [1]
0.* |.endDate : Date [0..1]
-signatory : AssessorType [0..1]
Likelihood: LikelihoodType [1]
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Intelligence Sharing

© G. SPANOUDAKIS, FedCSIS 2019

Intelligence Sharing: VVulnerability/Threat Scanning

» Get vulnerabilities from NISTdatabase

» Create common platform enumeration descriptors (CPEs) for Software
and Hardware assets

» For each CPE find the vulnerabilities that can apply

» Store for each asset the common vulnerabilities and exposures (CVEs)
that are applicable

» In-depth, more sophisticated search for vulnerabilities (based on asset
relations such as control and containment relations

© G. SPANOUDAKIS, FedCSIS 2019
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Intelligence Sharing: VVulnerability/Threat Scanning

Example

¢ Object Diagram Hodel [ VuherabityExampl 1] :
SecurityA
elElement

‘ name = "html_sanitizer”

: SoftwareAsset

: THREAT
name = "SECURITY"

name = "SoftwareAsset1”
* Vendor = "rubyonrails”
I~ Version ="1"

: VULNERABILITY

applies =
description = "Cross-site

) scripting (XSS)
" vulnerability in the
impact rails-htmi-sanitizer gem .
before 1.0.3 for Ruby on =
Rails 4.2.x and 5.x allows VIOLATION
ACEL/PRIN/UL:R/S:C/CHL/T:L/ANT, remote attackers to inject
arbitrary web script or

HTML via crafted tag
attributes.”
isExploitedby = : SECURITY
name = "CVE-2015-7578" PROPERTY
e =tNSTL »,| category = integrity
—
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Intelligence Sharing: key challenges

» Open standard interfaces

» Privacy preserving sharing

» Intelligent sharing (what is important to send) — ML and Decision making
» Contextualization

© G. SPANOUDAKIS, FedCSIS 2019
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Penetration Testing

© G. SPANOUDAKIS, FedCSIS 2019

Penetration Testing: overview

» Executing pre-encoded tests for known vulnerability and threats
» Automated generation of system model elements: assets, properties, threats, vulnerabilities and assessments

» Currently supported tools

» OpenVAS:
vulnerabilities scanner (some are related to CVE/CVSS 2.0; some not)
covers platform and application layer software components, exposed to the net

» Nessus:
vulnerabilities scanner (all alerts are related to some threat, only some are related to CVE/CVSS v3.0
covers platform and application layer software components, exposed to the net

» Zap:
web apps scanner;
deeper checks (all active directories accessible), missing tags from HTTP requests, exposed cookies,
unencrypted login pages

» Nmap:
open gates, web apps listening to each port (SSH), software

© G. SPANOUDAKIS, FedCSIS 2019
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Penetration Testing: model driven

Assessment
models:

*Map outputs to
model
elements

*Define patterns
for content

processing:

e Keyword
processing

* Information
extraction

* Machine
learning

Summary Synopsis AssessmentResult.summary
- Description - Description AssessmentResult.description
Solution Solution = Solution Recommendation
Impact Impact (in description) - Impact (in description) AssessmentResult.Impact
Vuln. Detection Result Plugin Output Script output Script output Evidence
Port number & Protocol Port number & Port number & Protocol  Port number Netport.port
Protocol Netport.protocol

IP Address IP Address IP Address IP Address NetworkAdapter.Ipinfo
Product name Product name Product name - SoftwareAsset.Name
Product version Product version Product — extra info = SoftwareAsset.Version
Operating System Operating System Operating System - SoftwareAsset.Name, SoftwareAsset.Version
CVE CVE CVE CVE CVECore
Cussv2 Cvssv2 = = CVSsv2

= Cvssv3 = = CVssv3
CPE CPE CPE - CPE
QoD = Confidence = QoD
Network Vulnerability Test  Plugin Script Script NVT
Hostname Hostname Hostname Hostname SoftwareAsset.Name
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Penetration Testing: Conflicting results

Deprocatag 5Lz and SSLvS VOGOl DSLSCEON (OID: 1:50-1.4:1:25025:1.0:111012

andjor Ss1v3 protocal

Synopsis

T e e syt e wing 3 ol i knn weskners:

Description

cavesdrop the the senvce to get accass

o doprocatod SSiv2 and/or SSL3 protocols n avor

of the TLSvi= protocols. Pleass sen the roferences for mor

oo ST

5510 POODLY, Traere

550+ sefrivon o song ooy

Red: Conflicting assessments for common elements
Green: Similar assessments for common elements
Blue: Unique assessment result elements oo

75 (S I0MNACUPRNUNSUICHINAN

cvss Base Score

Plugin Information

Pubisned: 205110712 Mosfes 218/0327

Plugin Output
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Penetration Testing: Open Issues

» Conflicting outcomes = hybrid assessment models
» More sophisticated processing

» Standards (especially for threats)

» Better context information

© G. SPANOUDAKIS, FedCSIS 2019

Monitoring

© G. SPANOUDAKIS, FedCSIS 2019

15



07/09/2019

Monitoring: overview

» Depending on what needs to be assessed, monitoring should cover
» The network
» The computational infrastructure
» The OS and any middleware layer
» The application layer
» Any devices connected to the system
» What may be monitored
» Indicators of attacks (threats)
» Indicators of system compromise (IOCs)
» Indicators of correctness of operation of security controls

» Performance of cyber range programmes as a whole and of trainees taking them

© G. SPANOUDAKIS, FedCSIS 2019

Monitoring: example

Non repudiation through Trusted Third Party (TTP) Monitor whether the cloud provider

implements correctly

° The upload phase

Cloud
Provider

o The download phase

o The recovery phase

¥ = Ex

Sl2E Implements correctly?

= Pl E

Z e

2|z $ Produces an NRR to the relevant

B B ? § % & - party (A, B or TTP) within the
.. Vi, = Wl L7 R q a
9"@:{. & “tp, Z= ‘,Qo‘\%d” Lo required time period
N ‘.\,,A e/,' gt
R 57 Establish sufficiency conditions for
N — el
) o assessment

Check for anomalies.

© G. SPANOUDAKIS, FedCSIS 2019
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Monitoring: example (cont’d)

Monitoring formulae for upload phase (in abstract syntax of Event Calculus)

Monitoring Rule:
Happens(e(_idl, _A, _C, REQ, RQSac, _C), _treqs [_treq,_treq]l) =
Happens(e(_id2, _C, _A, RES, RSPca, _C), _tgo,[_treqs_treqtf(_treq)])

where:

RQSac = r'qs(_fRequestAc, L, A, ¢, TTP, _M, _H(M), _B List, _H(B_List),
_Seq, _Tgll _Ta, _EGB{KJ Ly SA(H(M))}) _EC{SA(H(M))) H(B_LiSt)J
EGB{K)_LJSA(H(M))}J H(_L;_Sefh; Tgl) Tl)})

RSPCA = r'sp(_fResponseCA) _l-; _A; _C) TTP, _H(M), _H(B_LiSt)) _SquJ _TgZJ
_Ts, _Ea {SC(H(M))J Sc(H(L, Seqz, Tg2, Ts, _EC{SA(H(M))J H(B_LiSt)J
EGs{_K,_L, Sa(H(M)), H(_L,_Seqs, Tg1,T1)}))})

+ analogous monitoring rules for download and recovery phases

© G. SPANOUDAKIS, FedCSIS 2019

Hybrid assessment

© G. SPANOUDAKIS, FedCSIS 2019
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Hybrid assessment: overview

» Combination of different types of assessments / evidence as, for example:
» Monitoring
» Testing
» Penetration testing
» Existing certificates
»Why?
» Comprehensiveness
0 What if monitoring has not covered all possible computation paths?

O Gaps in time

0 How can be sure of the completeness of scripts implementing penetration testing in existing tools

(especially as threats and vulnerabilities evolve)

» Identification and resolution of conflicts
0 Recall the conflicting assessments of OpenVas and Nessus

© G. SPANOUDAKIS, FedCSIS 2019

Hybrid assessment: example 1

Non repudiation through Trusted Third Party (TTP)

covering TTP

Cloud
Provider

In the TTP non-repudiation protocol

o There might not have been even logs

o Would you create a “sufficiently

confident” assessment by simply
4 A . . . .
B E relying on monitoring without
g|£
= testing?
4
e g g z R Hybrid assessments:
NP H & A . .
N ey Pl o Test TTP; combine evidence
i NS o
ENN T g ° Rely on a certificate for TTP or the
’ oustome static analysis

© G. SPANOUDAKIS, FedCSIS 2019
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Hybrid assessment: example 2

Security Property: cloud service availability

Probability of service producing a non faulty response within a given time period exceeds a given
threshold

Why hybrid?
» To check if real service operation calls “around” the executed tests produced also an acceptable
outcome (i.e., a non faulty response within the required time period) [local correlation 1]

» To check if for monitoring results that satisfy the conditions “marginally”, the available testing
evidence (calls executed by testing) also satisfy the conditions [local correlation 2]

» To check if over the assessment period testing and monitoring evidence support consistently the
same conclusion [global correlation]

© G. SPANOUDAKIS, FedCSIS 2019

Hybrid assessment: capabilities

» Correlate outputs of existing assessments
» Through the definition of assessment criteria in hybrid assessment models
» Invoke testing tools through monitoring engine

Security Property: data integrity at rest
data modifications require authorisation

Monitoring log indicates a granted data
update request

Monitoring Rule:
Happens(e(_el,_sc,_TOC,REQ, updOp(_cred, data, _auth), TOC),
t1,[t1,t1]) ~

Happens(e(_e2,_TOC, AI,RES, updOp(_cred,_data,_vCodel), TOC),

5, (11 t20827) » (ool + D) T
Happens(e(_e3,_CA, AI,EXC,_authorO(_cred,_ auth, vCode2), TOC), P R PP ) P |
3, [t2,t2+d2])~(_vCode2#Nil) authorisation rights were in place

© G. SPANOUDAKIS, FedCSIS 2019
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Risk assessment

© G. SPANOUDAKIS, FedCSIS 2019

Risk assessment: overview

» Likelihood of violation of required S&P
properties

» Impact of violations
» Direct and indirect

» Technical vs. economic

© G. SPANOUDAKIS, FedCSIS 2019
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Risk assessment: likelihood of property violations

» Different likelihood models
» Classic probability omerenn o —
» DS beliefs oy EEEeE
» Fuzzy likelihoods
» Other qualitative likelihoods
» Explicit definition of likelihood model
» Assessments may depend on other
assessments, e.g.,
» CompSA dependsOn(or) {SAy,..., SAn}> i =
CSA=SA; or ... or Sa, et :
» CompSA dependsOn(and) {SAs,..., SAn}>
CSA =SA; or...or Sa,
» Dependencies may only exist between
different assessments of the same
asset and property

[Fuzzy Logie Liklinood | [Qualitatve Likelibood |

~value i -value.

© G. SPANOUDAKIS, FedCSIS 2019

Risk assessment: technical impact assessment

» Technical impact

» Is generated by a technical
impact model, defined as a set
of impact identification criteria

» generates a technical impact
assessment that is evaluated
according to the model and
includes a set of affected assets

© G. SPANOUDAKIS, FedCSIS 2019
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Risk assessment: technical impact assessment

. . ge Model[ | View 7: Impact (1
» Technical impact L

{sef.siatus=inal IMPLIES seff owner->count(>0),

amoutes

» Is generated by a technical e e 0.1
impact model, defined as a s

IMPACT ASSESSMENT
{(selt status = final) IMPLIES (self.signatory <> NULL)}

of impact identification critegja e

mmm 1

T T -isCalculatedBy |1
» generates a technical impact ~
assessment that is evaluated _i
according to the model and
includes a set of affected assets — <~ o
\-m-cm ‘MonetaryVaiueType (0. nm Rl

\ IMPACT CRITERION
ctrutos
-language: String (1]
IMPACT MODEL fcation : Siing [1]
0.+ |-processingTool : Sting [0.]
-intemalPresentation: String [0.]

© G. SPANOUDAKIS, FedCSIS 2019

Risk assessment: technical impact assessment
(examples)

ackage Wodil F, View - roed]]

» Example 1: Identify the assets of a system,
whose confidentiality has been directly
compromised by a confidentiality breach, as
assessed by a security assessment model X or
are contained in the containment closure of
assets compromised in this way.

» Impact criterion:
Language: OCL
Specification:

Def DC = self.appliedOn.includes—>
select(A | A.assessedThrough—>
exists(SA | (SA.isBasedOn.name =“X") wd
and (SA.assessedProperty.category =
PropertyCategoryType: :Confidentiality))

self.model.assessment =
DC—>closure(X: Asset | X.contains))

© G. SPANOUDAKIS, FedCSIS 2019
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Risk assessment: technical impact assessment
(examples)

. e )
» Example 2: Identify all data assets of a system, =

which are controlled by an asset that has an
authentication vulnerability. Lot [0+ -consotedoy . soeasiness

» Impact criterion: A aberyee .1
Language: OCL '
Specification:

B ey = ons
Def A _AUTHV = self.appliedOn.includes—> | emesmessrose: Sk

select(A| a.hasVulnerability—> T

exists(V| (V.leadToViolation—>
exists(P|(P.category = J ”"TT'MQS&WMW“,F"'M
PropertyCategoryType: :authentication)) 4{ or | ol ’ ey

—
Def ALL_A AUTHV = \

self.model.assessment =
A_AUTHV. controls—>closure(X: Data | WPAGT WODEL model on [T TR soptacon [ Sy
X.contains)) e,

e Lo

© G. SPANOUDAKIS, FedCSIS 2019

Risk assessment: economic impact assessment

» An economic impact assessment

» is always based on an technical impact
assessment (i.e., a set of affected assets as
defined by a technical impact assessment
model)

» Is generated by an economic impact model,
defined as a set of economic impact
calculation criteria

» Includes

an evaluation of the cost of affected assets, and
possibly

the total value of the business processes which
involve the affected assets

the costs of any legal procedures that may be
needed due to the compromised assets

© G. SPANOUDAKIS, FedCSIS 2019
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Risk assessment: economic impact assessment

a__q [Peckane Voo 2 Vo et ()]
» An economic Impact assessment

» is always based on an technical impact o s s s
assessment (i.e., a set of affected assets as | ==g=ea, .. b B
defined by a technical impact assessment = S —
model) -

» Is generated by an economic impact model, | e e e
defined as a set of economic impact wl T - B
calculation criteria \\ _i

» Includes \ v

an evaluation of the cost of affected assets, and T RS S i T
possibly o o)
the total value of the business processes which T e

involve the affected assets

the costs of any legal procedures that may be \ T
needed due to the compromised assets e = :’;;‘J:;?‘W‘m .]

© G. SPANOUDAKIS, FedCSIS 2019

Risk assessment: economic impact assessment
(examples)

Example 1:

» Identify all data assets of a system, which
are controlled by an asset that has an
authentication vulnerability (as in 2"
example of technical assessment).

See ALL_A_AUTHV

» Find the business processes that may be
affected due to using these data.

Def BP = self.isInvolvedIn

» Evaluate the total value of these processes
DP.value.value—>sum()

© G. SPANOUDAKIS, FedCSIS 2019
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Risk assessment: economic impact assessment
(examples)

Example 1:
» Identify all data assets of a system, which ackage Wodell 7 ViewT3 Process and Daia ]
are controlled by an asset that has an
authentication vulnerability (as in 2" ASSET
example of technical assessment). Sotuon = SETIARSET) sk = s om e SUNON (e ooresormenon]
See ALL_A AUTHV * | owner: Paronio.  cotanein
-value : MonetaryValueType [0..1]

Anmuay 0.* -involves [0..*

» Find the business processes that may be
affected due to using these data.

. ~isinvolvedin |0..*
Def BP = self.isInvolve Saia > Process
stinbutes {self. IMPLIES self. (>0, sttnbutes
dataType : DataType [1] seff.status = final IMPLIES self.involves->count() >0, 1 ASSET [0..]
-dataState : DataStateType [1]| |self.status =final IMPLIES self.dependsOn->count()>0})  |-operatesin : Boolean
» Evaluate the total valy these processes s
-dependsOn : ASSET [0..]

DP.value.value->sum()

© G. SPANOUDAKIS, FedCSIS 2019

Risk assessment: Open Issues

» Definition of appropriate assessment criteria
» For example
Identified threats = monitoring rules for assessment
Detected vulnerabilities = penetration tests

» Validation of criteria
» Correctness of monitoring rules

» Intra, intra and extra system coverage is needed
» For example
ensure than no screenshot is taken when a system containing privacy sensitive data is
in use
no access is allowed to a directory holding sensitive system data by a process other
than the processes of the system itself

» Meaningful baseline economic models are difficult to define

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber Range

» Overview
» Overall process

» Cyber range model — basics

© G. SPANOUDAKIS, FedCSIS 2019

Cyber Range: overview

» Integrated with a security assurance and risk treatment programme
» Model driven

»Seen as as alternative/complementary risk treatment mechanism which should
be selected based on

» Effectiveness
» Cost

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber Range: overall process

Cyber System and Assurance Cyber Range Training

CYBER RANGE SECURITY

ASSURANCE MODELS e CRSA Model Phase 1: CRSA Model definition

CERTs/CSIRTs

Interfacing

}‘ New threats/

CYBER RANGE MODELS A
targeted cyber risks,
system components,
IMPACT/VALUE MODELS and risk and cost/benefit
analysis models

I % Phase 2: Generation of Trainee Type
> Specific CRST Programmes

S&P ASSESSMENT MODELS JIg

Cyber security
controls
(effectiveness,
new types)

SYSTEM MODELS 1
Updated risk likelihood, )
impact & security ! investment decisions
mechanisms effectiveness :

EVIDENCE
ASSET

Training scenarios for targeted cyber risks
System components and security

Set simulation/emulation/cost-benefit

Phase 3: Delivery of CRST programme

1
1
]
]
]
: measures v model parameters
1
[

SIMULATION/EMULATION

| Emulation ‘ |Simu|ation| ‘Visualisation |

Continuous Performance Monitoring

T
¥ Training programme evidence

system components

targeted risks,
& risk mitigation

I risk mitigation mechanisms,

! CSLA and CIP monitoring data adaptation

Phase 4: Training efficiency analysis &

programme and trainee level adaptations

Usage of security controls

Trainee analysis
& adaptation

& adaptatiol
Monitoring Aggregation adaptation

Programme analysis |

]
]
]
]
]
]
1 cyberincident, :
]
]
]
]
]
]

Cyber System Continuous ‘

New Threat assessment

© G. SPANOUDAKIS, FedCSIS 2019

Cyber Range: Capabilities

ASSURANCE MODELS Training
. ’ . Trainee & Programme
TRAINING — aniation WiLEer Performance Evaluator
Model Editor — PROGRAMMES
=P TRAINING MODELS I 1
Cyber range
CYBER RANGE -
= _ Training Programme System/Component
MODELS 5 Generator Simulator Component Emulator
IMPACT/VALUE
MODELS
S&P ASSESSMENT
MODELS
Threat Intelligence =Y Risk Assessment
—_ SYSTEM MODELS —
(+ SIMUL/EMUL)
A Monitoring

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber Range:
Mixture of simulated/emulated assets

VM-Cyber Range (Emulated Asset)
| Cyber Range Asset)

VM - Simulator (Emulated Software Asset)

Device1 Device3
¢ = = (Simulated Hardware Asset) (Simulated Hardware Asset) = =
'

it
Device2 Deviced
(Simulated Hardware Asset) (Simulated Hardware Asset)

VM -Gateway (Emulated Asser)

'
| MQTT Broker (Emulasted == =2===2__,

_______ Software Asset)
v

VM - Private Cloud (Emulated Asset)

VM - Artacker's PC (Emulated Software Asser)

Lo-0

© G. SPANOUDAKIS, FedCSIS 2019

Cyber Range:
programme selection and customisation

» Selection
» Threat (particular scenarios under which an attack may manifest itself)
» Asset
» Security controls
» Stakeholders (e.g., end user, administrator, CISO etc)

» Configuration
» Simulated and emulated components
» Simulation and emulation model parameters
» Stakeholders
» Level of difficulty

» Based on
» Estimated risk (penetration testing, monitoring etc)
» Existing coverage and past performance

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber Range:
evidenced based programme adaptation

» Evidence
» trainee performance monitoring
Individual trainee
groups of trainees (use of ML techniques such as clustering)

» continuous security status assessments (including effect of training programme on security posture)

» Adaptation types
» Increase threat/attack rates
» Decrease allowed response time
» Eliminate/add/modify security controls
» Add/remove simultaneous attacks
» Change mixture of simulated and emulated components

» Level
» Trainee
» Programme

© G. SPANOUDAKIS, FedCSIS 2019

Cyber security SLAs

» Precise Cyber security SLA (CSLA) specification
» Monitoring

» Validation/risk assessment

© G. SPANOUDAKIS, FedCSIS 2019
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CSLAs specification: Service Level Objectives

» Precise SLOs are specified as tuples of

<Computational Asset, Property Category,
Monitoring Rule(s)/Template, GuardedActions>

» Computational assets

» Services/Operations (interface level) or internal
» Data (interface level or stored)

» Property categories

» Standardised property lists (e.g., CSA catalogue) + monitoring templates (if applicable)

» Monitoring Rule(s) / Template

» Expressed in EC Assertion [4], an Event Calculus[18] based monitoring language

© G. SPANOUDAKIS, FedCSIS 2019

CSLA Specification: SLO Example

<
CAELC(HouseData),

Availability,
EC-Availability(CAELC(HouseData),
3, 0.01)

[TotalMonthlyViolations >10],
Penaltyl>

EC-Availability(CAELC(HouseData), 3, 0.01):
1R.Availability.<CaseId>:

Happens(e(_idl, _Snd, _Rcv, Call(CAELC(HouseData)), _Rcv), t1, [t1,t1]) A
Happens(e(_id2, _Rcv, _Snd, Response(CAELC(HouseData)), _Rcv), t2,
[t1,t1+3]) A3 _PN, _ST, _P []: HoldsAt(Unavailable(_PN, _Rcv,

_ST), t1)) A

HoldsAt(UnavailablePeriods(_Rcv, _PN, _P[]), t2) A
HoldsAt(LastServiceMonitoringPeriod(_Rcv, _1lmsTime), t2)) =

sum(_P[]) / (t2 - _1msTime) < ©@.01

2R.Availability.<CaseId>:

Happens(e(_idl, _Snd, _Rcv, Call(CAELC(HouseData)), _Rcv), t1, [t1,t1]) A
Happens(e(_id2, _Rcv, _Snd, Response(CAELC(HouseData)), _Rcv), t2,
[t1,t1+3]) A3 _PN, _ST, _P []: HoldsAt(Unavailable(_PN, _Rcv,

_ST), t1)) A

HoldsAt(UnavailablePeriods(_Rcv, _PN, _P[]), t2) A
HoldsAt(LastServiceMonitoringPeriod(_Rcv, _lmsTime), t2)) =

sum(_P[]) / (t2 - _1msTime) < ©@.01

© G. SPANOUDAKIS, FedCSIS 2019
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CSLA Specification: Actions

Two predefined action types:

» renegotiate Pred, which causes the SLA to be renegotiated when the guard

Pred is satisfied

» penalty Pred Int, which causes a penalty (or reward if negative) to be incurred.

© G. SPANOUDAKIS, FedCSIS 2019

CSLA Specification: Actions Example

Two actions

Security Properties / GTs

=== Number of violations

Actions

Violation Rate

Assets Confidentiality | Integrity | Availability
[v<3] <
NOTIFY
@ | A1 - [V>=3JE<
2 RENEG
< A=0.6 <€
2 [v>1]
8L s PENALTY(10
» & NOTIFY \ - -
A=015 A\

N\

Penalty amount

© G. SPANOUDAKIS, FedCSIS 2019
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CSLA Specification: Actions Example (cont’d)

=~

Assets Security Properties / GTs
Confidentiality | Integrity Availability
[v<3]

NOTIFY
@ Al - [v>=3] -
2 RENEG
< A=0.6
2 [v>1]
A A2 PENALTY(10) _ R

& NOTIFY
A=0.15
A=0.2

w e
g | A3 - - MOD 2A=0.1 4
Z [v>3k] RENEG
= [true] NOTIFY
8= [v<3]
5 NOTIFY
8 A4 - [v>=3] -

RENEG

A=0.6

Change of
violation rate

© G. SPANOUDAKIS, FedCSIS 2019

CSLA Validation:
Translation to Prism for model checking

» PRISM — formal modelling and analysis of systems that exhibit random or probabilistic

behaviour [14, 16]

» PRISM supports the specification and analysis of different types of probabilistic models, i.e.:

» discrete-time Markov chains (DTMCs)

» continuous-time Markov chains (CTMCs)

» Markov decision processes (MDPs)

» probabilistic automata (PAs)

» probabilistic timed automata (PTAs)

» PRISM models are expressed in a simple state based language
[Name] Guard -> Rate/Prob: Assignments;

» The properties to be validated for a system are expressed in a temporal logic language

supporting expressions in different temporal logics (PCTL, CSL, LTL and PCTL*)

© G. SPANOUDAKIS, FedCSIS 2019
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CSLA Validation:
Translation to Prism for model

behaviour [14, 16]

» discrete-time Markov chains (DTMCs)

» continuous-time Markov chains (CTMCs)
» Markov decision processes (MDPs)

» probabilistic automata (PAs)

» probabilistic timed automata (PTAs)

checking

» PRISM —formal modelling and analysis of systems that exhibit random or probabilistic

» PRISM supports the specification and analysis of different types of probabilistic models, i.e.:

Allows the expression of rates of SLA
guarantee terms violations

» PRISM models are expressed in a simple state based language
[Name] Guard -> Rate: Assignments;

» The properties to be validated for a system are expressed in a temporal logic language
supporting expressions in different temporal logics (PCTL,

, CSL, LTL and PCTL*)

© G. SPANOUDAKIS, FedCSIS 2019

CSLA validation: Translation

» Basic PRISM model
» CSLA Manager environment
» CSLA Manager

violations

to Prism

one transition per GT, enabled
when the SLA is active and
disabled when renegotiation
occurs

the rate of GT transitions is

>

R A AT VNI 2ctive /inactive CSLA
firing a violation at a given rate

always 1 (= only the env.
transition rate affects time)
each GT transition has one or
more guarded SLA
management actions & actions
updating counters

guard formulas for the actions

© G. SPANOUDAKIS, FedCSIS 2019
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CSLA Validation: CSLA Manager module

cntr_notify_ConfA2 = INCentr_notify_ConfA2 becomes disabled when
renegotiation occurs.

Manager incrementing the value of the

cntr_notify_IntA4 = INCcntr_notify_IntA4

[AvailA3Violated] [ConfA2Violated] » The SLA Manager module has one
vints AvailA3 = INCvInts AvailA3 vints_ConfA2 = INCvints_ConfA2 anf . .

= = - Iy transition per GT, which is enabled
cntr_modify_AvailA3 = INCcntr_modify_AvailA3 cntr_penalty_ConfA2 = INCentr_penalty_ConfA2 P o
cntr_notify_AvailA3 = INCentr_notify_AvailA3 penalty_amount_ConfA2=INCpenalty_amount_ConfA2 when the SLA is active and

CSLA » All transitions are responsible for

different counters to capture the
fact that a particular GT; has been
violated. This allows us to produce
GT-specific versions of the different

[IntA4Violated] | .

tAlViolated . .
vints_IntA4 = INCvints_IntA4 \[Ilrr']ts InItOA?L € IE\ICvInts AL guards and variable updates in the
cntr_penalty_ConfA2 = INCcntr_penalty_ConfA2 cntr__notify_lntAl _ IN_Ccntr_notify_IntAl model.

© G. SPANOUDAKIS, FedCSIS 2019

Execution of CSLA management actions:
Runtime CSLA Manager

» Receives Monitoring Results from the

Translator

Events 4 1
1

1

1

1

* 1
1

1

1

1

1

1

» Based on the results it process the actions
of each Guarantee Term, stated in the CSLA,
i.e.:

» Executes the Notifications to the
relevant parties;

Monitoring Results

SLA Manager

Deployment Infrastructure

» Calculates the Penalty amounts to be =~ ==================
paid;
» Executes the Renegotiation action; etc.

Monitoring component ) Operatjona SLA2Monitor

Generates

© G. SPANOUDAKIS, FedCSIS 2019
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CSLA Experimental Evaluation:

Validation Results

Based on case studies of
CSLAs:

Assets

Security Properties / GTs

Confidentiality | Integrity Availability
[v<3]

NOTIFY
2 | Al - [v>=3] -
2 RENEG
< A=0.6
2 [v>1]
a A2 PENALTY(10)

& NOTIFY - -
A=0.15
A=0.2

v [v<k]
§ A3 - - MOD=2»A=0.1
Z [v>3k] RENEG
= [true] NOTIFY
E= [v<3]
5 NOTIFY
8" A4 - [v>=3] -

RENEG

A=0.6

© G. SPANOUDAKIS, FedCSIS 2019

CSLA Experimental Evaluation:

Validation Results

What is the probability that a
renegotiation will occur within

the first 4 days?
» P=? [ F<=(4*day) !SLAactive]

What is the probability to pay
more than Xm currency units in

the first month?
» P=? [F<=month
(penalty_amount_ConfA2>Xm)]

Prob - prop (i)

o o o I
. @ o o
I o o 3

4
=}
=3

0.004

0.0031

* 0.0024

Prob - prop (iii)

0.001

0.000

10.0

125 150

-+ Xm=20
-&- Xm=30
- Xm=40
= Xm=50

- Xm=20
- Xm=30
- Xm=40

= Xm=50
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CSLA Experimental Evaluation:
Validation Results (cont’d)

What is the probability to have a oal
violation on confidentiality or integrity of go7)
any data asset within a month? 5

» P=? [Fk=month a - Xm=40
(vltns_IntAl+vltns_ConfA2>=1)] & 23 Xm0

-+ Xm=20
0.4/ -=Xm=30

What is the probability to reach double T
the infrastructure resources
(i.e., to have 2k number of modifications
for the operation assets) within the first
month?

» P=? [F<=month (cntr_notify_AvailA3

>(2*k))]
(Fork=1)

-+ Xm=20
0.02 - Xm=30
~*Xm=40
0.01 = Xm=50
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Cyber insurance

» Key activities

» Existing techniques

» Key activities coverage
» Models

» Management process
» Capabilities

» Challenges

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber Insurance: key activities

Risk Identification

» Asset Identification.

» Threat Identification.

» Security/Vulnerability Identification.

Risk Analysis

» Likelihood Determination.
» Impact Determination.

» Risk Estimation.

Policy Management

» Coverage Specification.
» Premium Estimation.

» Write and Sign Contract.
» Claim Handling.

© G. SPANOUDAKIS, FedCSIS 2019

Cyber Insurance: existing techniques

Phases Steps Techniques
Business documentation
Meetings/interviews
Questi i heckli ksheet:
Knowledge base

Business documentation
Meetings/interviews

Threat identification Questif i heckli ksheets
L . . Knowledge base

Risk identification Threat trees/FTA/attack trees
ETA

Attack graphs

Vulnerability scanning
Penetration testing
Meetings/interviews

Onesti . .

Asset identification

Security/Vulnerability identification

ksheet:
Knowledge base

Delphi method

History/log analysis
Meetings/interviews

Likelihood determination Q i i heckli ksheets
Knowledge base
Delphi method
Meetings/interviews
Questi i heckli ksheet:

Risk analysis

Impact determination Knowledge base

Delphi method
Risk table
ALE

Risk estimation

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber Insurance: key activities coverage

Risk Identification

» Asset Identification.
» Threat Identification.
» Security/Vulnerability Identification [~ <= -

Risk Analysis
» Likelihood Determination.

» Impact Determination. — RISK ASSESSMENT

» Risk Estimation. (technical & economic)

Policy M s RISK TREATMENT (DECISION MAKING)
olicy Managemen

» Coverage Specification. ‘

» Premium Estimation. /

» Write and Sign Contract.

» Claim Handling (optional).

© G. SPANOUDAKIS, FedCSIS 2019

Cyber insurance: adaptive management

Claim analytics Risk analysis (= risk exposure, impact)
risk, assets) + comprehensive assessment of risk for formulating and pricing

- —

Risk Identification

I cyber insurance policies

Assets, 1 * dynamic, continuous certificates based risk exposure

risks Claim analytics | * impact of risk on cyber system providers (e.g., impact on

v (forensic evidencey business reputation, theft of intellectual property) and the
. . cost) 1 cost of eliminating it
-: Policy management (=2 insurable assets, costs,

operational risk evidence, : premiums)

Impact, predicted cost 1 * vulnerable assets > candidate subjects of insurance
1 * risk estimates, value assets = policy pricing

. 1  certificates = prerequisite to policy validation
Policy Management P —

e claim analytics (in reference to assurance evidence & prior risk
estimates) = insurable assets, insurance cost & premiums

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber insurance: adaptive management

new threats/vulnerabilities

richer& external evidence logs

External management records

- T

Claim analytics

risk, assets
Risk Identification -___l__.l

1
Assets, 1
risks Claim analytics |

v (forensic evidencey
. cost) 1

—— - - - -

Risk Analysis

operational risk evidence,
Impact, predicted cost

A\ 4

Policy Management Y TEuuSySSimpmpsy |
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Cyber insurance: challenges

» Lack of experience and standards
» System evolution
» Technology evolution
» Information asymmetry
» Hard to measure rate of
» Threat occurrence
» Correct operation of security controls
» Interdependence of security
» Internal
» External (chains of systems)
» Lack of statistical data

» Hidden data
» Scarcity of similar systems

» Hard to estimate impact

» Intangible

» Unpredictable impact

» Correlated risks

» Geographic similarity

» Monoculture

» Simultaneous replication of

attacks

» Additional liability

» Time to claim

» Unnoticed attacks

© G. SPANOUDAKIS, FedCSIS 2019
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Cyber insurance: challenges

» Hard to estimate impact
» Intangible
» Unpredictable impact

» Correlated risks
» Geographic similarity

» Lack of experience and standards
» System evolution

» Technology evolution

» Information asymmetry

» Hard to measure rate of » Monoculture
» Threat occurrence » Simultaneous replication of
» Correct operation of security controls attacks
» Interdependence of security » Additional liability
» Internal » Time to claim
» External (chains of systems) » Unnoticed attacks

» Lack of statistical data
» Hidden data
» Scarcity of similar systems

© G. SPANOUDAKIS, FedCSIS 2019

On going work

» Automated assessments

» For all levels of risk management (system, business processes & mission, organizational)

» For all horizons of risk management (tactical short term, tactical medium term & strategic)
» Need for hybrid assessments, combining outcomes of individual assessments

» Complementary outcomes

» Conflicting outcomes
» Incremental assessments

» Automated adaptation and evolution of assessment schemes

» Adaptive cyber range

© G. SPANOUDAKIS, FedCSIS 2019
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Thank You !
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